OTAEJ OBPA3OBAHUSI AAIMUHUCTPAIINA I'OPOJA CAKHA
MYHHUIIUIIAJBHOE BIOJ)KETHOE OBIIIEOBPA30OBATEJIbHOE YUPEXKXKIEHHUE
«CAKCKAS CPEJTHSISI IIKOJIA Nel UM. TEPOSI COBETCKOT'O COIO3A B.K.TAMHYT/JIAHOBA»
T'OPOJA CAKH PECIIYBJIMKHA KPbBIM
OI'PH1149102182008, MHH 9107004808, OKIIO 00790508, KIIIT 910701001
296500, Pecriyommuka Kpoeim, r.Cakw, yn.JIenuna, 1. 5, ten. (06563) 2-76-45, 2-74-67

schooll_saky@crimeaedu.ru

ITPUKA3

Ot 01.09.2022 r. Ne 416

006 yrBepxkaenuu Periamenra gocryna u

UCNOJIb30BaHUs pecypcoB ceTn UHTepHeT
B MBOY «Caxkckas CII Nel
uM. I'eposi CoBerckoro Coro3a B.K.I'aiinyraiuHoBa»

C nenpro ucrnonHeHua 4.6 m 4.7 ¢r.28 u cr. 98 ®3 ot 29.12.2012 Ne 273-d3 «O0
obpazoBanun B Poccuiickoit denepanum» W B COOTBETCTBHU cO cT. 24 KoHcTuUTynum
Poccuiickoit ®@enepanun, TpynoBsiM kKojaekcoM Poccuiickoir @enepanuu u denepaabHbIMU
3akoHaMu OoT 27.07.2006r Ne 149-®3 «O6 wnbopmaimu, WHPOPMAMOHHBIX TEXHOJIOTHUSAX W
3ammute uHpopmanum» ( ¢ mu3meHeHusMH), oT 27.07.2006r Ne 152-®3 «O mnepcoHaTbHBIX
naHHBIX» ( ¢ m3MeHeHusMH), [locranonennem IlpaBurensctBa ot 01.11.2012r. Ne 1119 «O6
YTBEP)KJICHHM TpPEOOBAaHWUN K 3allUTe TEPCOHAIBHBIX JAaHHBIX MpH HX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMax IEPCOHANBHBIX HaHHBIX», AJS MPOBEIEHUS MEPONPUITUN IO
3alUTe MEePCOHANBHBIX JTAHHBIX M HAJUIEKAIIEr0 KOHTPOJIS 3a 0€30MacCHOCTHIO M OpraHu3anuei
00pabOTKH EPCOHATILHBIX TAHHBIX» ( C K3MEHECHUSMH ).

ITPUKA3DBIBAIO:

1. Vr1Bepmute PernmameHT goctyma ¥ MCHoJib30BaHUS pecypcoB cetu Muteprer B MbOY
«Cakckast CII Nel um.I'epost Coerckoro Coroza B.K.I"alinyrauroBay (IIpunoxenue 1).

2. Anmunuctpaun  MBOY  «Cakckas CIHI  Nel wum.I'epos Coserckoro Corosza
B.K.TI'alinyT1iiHOBa» 03HAKOMUTD C JAHHBIM JIOKYMEHTOM COTPYAHHKOB IO POCIIHCh.

3. Kontpons 3a ucogHeHue MprKaza 0CTaBIISAIO 32 COOO0M.

JAOKYMEHT NOANUCAH
BNEKTPOHHOM NOANUCHIO

Jupexrop S.A.bopucoBa
Ceprucukar: 12FCTEBS9BE44A066E943A1FB5061C19
RewctauTenen: ©27.02.2023 po 22.05.2024




1.1

1.2.

1.3.

1.4.

15.

1.6.

IIpunaoxenue 1
k npukazy MBOY «Caxkckas CLI Nel
um.I'eposi CoBerckoro Corosa
B.K.I'aiitnyT11HOB2»

ot 01.09.2022 r. Ne416

PersiiameHT J0CTYyna M MCNOJIb30BaHus pecypcoB ceT UHTepHeT
B MBOY «Cakckas CHI Nel um.I'epost Coerckoro Coroza B.K.I'aiinyTannoBa»

1. O6uue nos10xkeHUA

[Tonoxenue npeaHasHaAuY€HO AJs1 COTPYIHUKOB 00pa30BaTEIbHOTO YUPEKICHMSI, BBIIIOJIHEHNE
JOJKHOCTHBIX ~ OOSI3aHHOCTEW  KOTOPBIX CBSI3aHO C  HMCIOJBb30BAaHHUEM IEPCOHAIBHBIX
KOMIIBIOTEPOB, U OOyyaroumuxcsd U ONpeAenseT UuX [OJHOMOYMS, O0O0S3aHHOCTH U
OTBETCTBEHHOCTb ~ IPU  MCIMOJB30BAaHUM  HMH(DOPMAIIMOHHBIX  PECYpPCOB  IJI00alIbHOM
KOMIIBIOTEPHOU ceTn MHTepHeT.

[lonoxenne  sBisgercs  o0A3aTeNbHBIM  JUISL  BBIMOJHEHHS  BCEMH  COTPYAHUKAMH
00pa30BaTEeNIbHOTO YUYPEXKACHUS - TOJB30BATEISIMH NEPCOHAIBHBIX KOMIIBIOTEPOB B YacTH,
KACaroIIeCcs uX.

B IlonoxeHnu UCroib3yIoTCs CIEAYIONINE COKPAIEHUS K OCHOBHbBIE TTOHATHS:

» JIK - nepcoHaNbHBIN KOMITBIOTED;

= HC - uadopmarmionHast ceTb;

* [I0JIb30BaTe€lhb — COTPYAHUK  OOpa30BAaTEIbHOIO  YYpPEXKACHHUS,  BBINOJIHEHHE
JIOJDKHOCTHBIX 00SI3aHHOCTEH KOTOpOTO CBsizaHo ¢ wucnoib3oBanuem I[IK B UC
00pa3oBaTeILHOTO YUPEKACHUS, U O0yJaIOIIHIACS;

» UP - undopmannoHHble pecypchl (OTAEIbHBIE JOKYMEHTHI M OTIEIbHBIE MAaCCHUBBI
JTOKYMEHTOB, 0asbl JAHHBIX, JApyrue BUAbl WHbopmarmoHHoro obecrneuenus B MC ¢
ucnoas3zoBanrueM [1K);

»  UT-coyx6a — mHbDOPMAITMOHHO-TEXHUYECKas CITy»K0a;

* agMuHHCTpaTOop — coTpyaHUK WMT-cimyxObl, OTBETCTBEHHBIM 3a MOAKIIOUEHUE K
rino6ansHOM cetn WHTepHeT u obecrieueHue paboTOCIIOCOOHOCTH, HAAECKHOCTU CETH,
COXPAaHHOCTH U 3aIllUThl HH(OOPMALIMOHHBIX PECYPCOB;

= T1paduk - oO0BeM wuHOpPMAIMK, TOJYYEHHOW IOJH30BATEIEM U3 TJI00ATBHOM
KOMITbIOTEpHOU ceTu MHTepHEeT;

*  pa3BJIEKaTENIbHbIC CANTHI - CalThl 3HAKOMCTB, UTPOBBIE CANTHI, @ TAKXKE JIIOObIE CAMTHI,
KOTOpbIE HE OTHOCSITCS K HAPaBICHUIO AEATEIbHOCTH COTPYAHUKA.

= chat — pecypc UHTepHET, NPEAOCTABISIONMNA BO3MOXKHOCTh  IOJIb30BATEIISIM
OCYILIECTBIISITh IEPENUCKY B peaIbHOM BPEMEHH.

= Skype, Zoom — pecypc MHTepHET, MPEAOCTABISIONINN BO3MOKHOCTD TOJIb30BATEIISIM
OCYILIECTBIISITh TOJIOCOBOE U BUAEO OOIICHHE B PEAIbHOM BPEMEHH.

PykoBoauTenu CTPYKTYpPHBIX MOApA3JCICHUMN, IMOJIb30BATEIN U aJMUHHCTPATOPBl OOSI3aHBI
3HaTb W BBITIOJNHAT, HOPMATHUBHBIE MPABOBBIC AaKThI, 3aTPardUBAIOIINE BOIPOCHI 3aIUTHI
uHbOpMalMK, B TOM 4YHCJE MEPCOHAJIBHBIX JaHHBIX, U MH()OPMAIMOHHOW OE30MacHOCTH B
4acTH cOOJI0IeHUsI TpeOOBaHUI U OrpaHUYEHHH 1o ucnosab3oBanuio VP.

PykoBoguTenn CTPYKTYpHBIX MOJpa3feleHuid B 00sA3aTeJbHOM MOPSAAKE OpPraHUu3yloT
O3HAKOMJICHHE TI0JIb30BaTeNeii ¢ HOPMATUBHBIMU TMPABOBBIMU AaKTaMH, YKa3aHHBIMU B
HacrosimeM Permamenrte. [loctyn k cern MHrepHer ocymectBiasiercss ¢ pabouero [IK
nosb3oBarens. OTBETCTBEHHOCTh 3a JEHCTBUS HA KOMIIBIOTEPE JPYroro 4YeloBEeKa HECET
nosib3oBarens 1K, ¢ KoToporo coBepieHo 3To JeHCTBHE.

PaGora mnonp3oBareneil B ceTd VIHTEpHET OTCIEXKHUBAECTCS C IOMOILNBIO CIEHUAIBHOTO
nporpammaoro obecriedenus (ldeco ICS). Ha ocHoBe peructpammu >KypHaina paOOTHI
IIPOBOJMTCS aHAJIU3 10 CIEAYIOLUM ITapaMeTpam:



NepeUeHb UCIIOJIb3YEMBIX MOJIb30BATEIIEM PECYPCOB;
00BEM HCIOIH30BAaHHOTO TPadHKa M €r0 CTOMMOCTH 10 Tapudam mpoBaiiaepa.

1.7. Hacrosee [TonoxeHrne MOXKET YTOUHSTHCS U JOMOIHATHCS B YCTAHOBJICHHOM TOPSIJIKE.

2. Tpe6oBanus k Ilonb3oBarennio

2.1.

JlauHbIll pa3zzen oOTpaxaeT IOJHOMOYMS, OOS3aHHOCTM U OrPAaHUYEHHUS IIpaB

10JIb30BaTeNeil rinodanbHON KOMIIbIOTEPHOU ceTu MIHTepHeT.

2.2.

[lonb3oBarens MMEET MpaBO OCIAPUBATH pELIEHHE aJAMHHHMCTpATOpa Yepe3 CBOEro

HETOCPEACTBEHHOTO PYKOBOJUTENS, KOTOPBIHA, B CBOIO OoYepenb, oOpamiaercs B UT-cinyxOy.
Ecin 0o0Ge cTOpoHBI HE MOTYT MNPHHTH K KOHCEHCYCY, TOTJa BOIPOC pPacCMaTpHBacT
PykoBoauTens 00pa3oBaTeabHOrO YUPEKACHHUS WK YIIOJTHOMOYEHHOE UM JIUIIO.

2.3 Iloab30BaTesb 00sI13aH:

3HaTb M YMETh IMOJIb30BAaThCS AHTHUBUPYCHBIM MPOTrpaMMHBIM obecnieueHueM. I[lpu
OoOHapyXEHMHM BHUpyca OH JOJDKEH COOOUTh 00 OSTOM aJMUHHCTPATOpy U HE
MIPOU3BOINTh HUKAKUX JIEHCTBUHN ¢ MHPOpMaIINEH, 3apakeHHOI BUPYCOM;
MH(OPMHUPOBATH AIMUHUCTPATOPA O JIFOOBIX HApYIIEHUSX, KOTOPbIE MOTYT NPUBECTH K
HECaHKIMOHUPOBAHHOMY JIOCTYIY, MOAU(PHUKAIIUH, Pa3pYIICHUIO, YAAJICHUIO
MH(OPMALIMOHHBIX PECYPCOB UITU cOOSIM B paboTe CETH.

2.4. Tlonb30BaTENIO 3aMIPeEIAETCS !

3arpyxatb U3 CETH, CaMOCTOSITEIbHO YCTaHABIMBATh MPHUKIAJHOE, OINEpallMOHHOE,
CETEBOC MW [JpPYyruc€ BHUABI IMPOrpaMMHOTO O6GCHG‘-IGHI/I5[, a TaKXKE OCYHCCTBIIATH
0OHOBJIEHHUS, €CJI 3Ta paboTa HE BXOJUT B €r0 JIOJKHOCTHBIE 00S3aHHOCTH;
WCIIOJIb30BaTh PECypChl ceTH MIHTEpHET B HE CITYy)KEOHBIX LETAX;

nomyckath K pabore B cetu MHTEepHET co cBoero 1K mocTopoHHUX M1,

TIOJIKITIOUAThCS K pecypcam cetu MaTepHeT, ncnonbiys cBoi [1K uepe3 He cirysxeOHbII
KaHaJI TOCTyna (COTOBBIN TeaedOH, MOJIEM U Ap. yCTPONCTRA).

3. TpeboBaHusi K AAMUHUCTPATOPY

3.1. JlaaHblidi  pazgen  oTpaxkaeT  (DYHKIHMOHAIbHbIE  OOS3aHHOCTH W TIOJIHOMOYHUS
aJIMUHUCTPATOPa, 00CCIIEYUBAIOIIETO TOCTYM K ceTn MHTepHeT.

3.2. AnmunucTpaTop 00s13aH:

MIPOM3BOINTE HOJKIIOUCHHE K ceTd MHTepHET ToiabKo depe3 cereBoit skpan (Firewall)
1715t 06EeCTICUCHUS 3aIUThI HH(GOPMAIMOHHON CETH;

3HATh M IPABUIILHO MCII0JIL30BATh arapaTHo - IPOrPaMMHBIE CPEJICTBA 3alUTHI
uH(OpMaIMK ¥ 00eCIICUYNBATh COXPAHHOCTh HH(MOPMAIIMOHHBIX PECYPCOB C MOMOIIBIO
3TUX CPEJICTB;

OKa3blBaTb MCTOAHWYCCKYID H KOHCYJIbTAUWMOHHYHO IIOMOLIb IIOJIB30BATCIIAM 11O
BOIIpOCaM, BXOJAIIUM B €TI0 KOMIICTCHIIUIO,

©KEeMeCSYHO BECTH y4eT M aHaJIU3 KCIOJIb30BaHUS pecypcoB ceTu HWHTepHET Mo
Ka)KJIOMY MOJIB30BATEINI0, IPEIOCTABIATH 3TOT OTYET PYKOBOJICTBY OpraHU3alNN;
nH()OPMHUPOBATH PYKOBOJUTENEH CTPYKTYPHBIX MOJIpa3feNieHui O JII0ObIX HapyIICHUSIX
TpeboBaHui HacTosimiero IlonokeHUs W JPYrUX HETraTHUBHBIX CHTYalUsX, KOTOpbIE
MOTYT NPHUBECTH K HECAHKLIIMOHMPOBAHHOMY AOCTYNY, MOAM(UKALNHU, pa3pyLICHHIO,
yJaJIeHU0 MHPOPMALMOHHBIX PECYPCOB MU cOOSIM B paboTe CETH;

3.3.AAMHHHUCTPATOP MMeeT NMPaBoO:

npu 00HapyKeHUH (DaKTa JTOCTYyIIa MOJIb30BaTENs K pa3BiieKaTelibHbIM caiitam, Chat umu
Skype 3anperuTts 10CTYI K COOTBETCTBYIOIIEMY PECYPCY:;

pu 0OHAPYKEHUH MCIIOJIB30BaHMS M10JIb30BATEIEM IIPOrPAMMHBIX MTPOAYKTOB, KOTOPbIE
MOTYT NPHUBECTH K HECAaHKUMOHHPOBAHHOMY JOCTYIY, MOAM(DUKALUY, pa3pyLICHUIO,
yJaJIeHUI0 HHPOPMAIIMOHHBIX PECYPCOB MM cOOsIM B paboTe CeTH, 3alPETUTh JOCTYI K
cetu MHTEpHET.



4. Ilopsaaok npeaocTaBjaeHUs J0CTYNA M0JIb30BaTeasIM K ceTH UHTepHeT
4.1. Cucrema xouTpojisi HTepHeT-I0CTyna B OpraHU3alluK MpPeyCMaTpUBAET CIEAYIOLIUe
aBTOMAaTUYECKUE OTPAHUUYECHUS:

*  3ampeT BXOJa Ha ONpECICHHbIE CAlThI;

*  3ampeT ompeneneHHbIX IHTepHET-IIPOTOKOJIOB;

* AHTHUBHPYCHYIO TpOBepKy HMHTepHeT-Tpaduka, C aBTOMATHYECKHM OJOKHPOBAHUEM
3apaXEHHOT'O WJIM [0/I03PUTENILHOTO COAEPHKUMOTrO;

*  3amnpeT CKauMBaHMsI OIPECIICHHBIX TUIIOB (ailsioB;

*  aBTOMATHYECKOE OTKIIOYECHHE TOJIH30BATENS W/WIM TPYII TOJIb30BATENEH OT IUIATHBIX
peCypcoB, MO JOCTHKEHUM MMM €KEIHEBHOIO, €KEHEAEIbHOIO0 WM €KEMECSYHOIo
JUMHUTA.

4.2. Cucrema KOHTpoJsis IHTEpHET-/I0CTyIa OCYIIECTBIsET COOp CTATUCTUKH HCIIOJIb30BAHHS
WNuTtepnera nonb3oBarensiMu. HacTosias craTUCTHKa AOCTYIIHA PYKOBOJICTBY OpraHMU3AllMH,
CUCTEMHOMY aJMHHHMCTPATOPYy U MOXKET CIY)KUTb MPUUMHON OTpAaHUYEHUS WM WU3MEHEHUS
IpaB JI0CTYIa MoJb30BaTenel k cetu MuTepHer.

4.3. Ompenensrorcsi CleAyIOIMAe BO3MOXHBIE OTpaHWYEHHs JOCTyma K WHTepHeTy s
I0JIb30BATENEH:

» joctyn B IHTepHeT — 1ocTyn K ceTu MIHTepHET ¢ pabouero MecTa;

* OrpaHUYEHHUs (BHEIIHSAS AJIEKTPOHHAS IMOYTa) — JOCTYH K cailTaM IpPeIOCTaBIISIONIUM
ycIyru 3nekTpoHHo# moutsl (Mail.ru, mail.yandex.ru, mail.el.ru u ap.);

*  OrpaHuvYeHUs (MHTEPHET-TEHKephl) — MOCTyn K iCq, mail.ru-arelty u np. WHTEpHET-
nemKepam;

» orpaHuueHus (mopHorpadusi, pasBieueHus, OaHHEpPH) — OrPaHUYECHUS IyTEM
COCTaBJICHUS OEJBIX CIIUCKOB;

* OrpaHu4eHus (COLMaJbHbIE CETH) — OrPAHUYEHHUS IO CIHMCKAM COOTBETCTBYIOLIUX
caiiroB (odnoklassniki.ru, vkontakte.ru u .1.);

* orpaHu4eHus (MMOMCK pabOTHI) — CAUTHI OOBSIBICHUN O BAKAHCHSIX U PE3IOME;

* OrpaHUYEHUS Ha CTOUMOCTb UCIOJIb30BAaHHOTO B IEHb TpaduKa.

44. Jloctym x cetn VHTepHET MOJIB30BATENSIM NPEIOCTABISETCS, UCXOMS U3 CIIy)KEOHOU
HE0O0XOIMMOCTH, TIOCIIE ONpeCTICHUS HEOOXOIMMBIX OTPaHWYECHUH JOCTyma (cM. MyHKT 4.3
periaMeHTa) Ha OCHOBAaHUHW CIIY)KEOHOHW 3alMCKu Ha HMMS PYKOBOJAWTENS OPraHU3allMd OT
PYKOBOJIUTEIIS CTPYKTYpPHOTO HOJIpa3 IeIICHUs, COTJIaCOBaHHOU PYKOBOIUTEIIEM
00pa30BaTEILHOTO YUPEHKICHHSL.

4.5. VI3MeHeHHe TpaB JOCTYIAa W Pa3jIMYHBIX OTPAHUYCHUH, a TaKKE PYYHOE BKIIOYCHUE
MOJIL30BATENS TIOCJIE aBTOMATUYECKOTO OTKIIIOYCHUs (MOCIE MPEBBIIICHUST THEBHOTO JIMMUTA)
MPOU3BOIUTHCS TAKXKE TOCIE CIY)KEOHOM 3anmicKu (MM OOBSICHUTEIBHOM) Ha UMSI CHCTEMHOTO
aJIMUHUCTpPATOpa OT PYKOBOJMTENS TOAPA3JCICHHS, COTJIACOBAHHOW PYKOBOIHMTEIEM
00pa30BaTEIILHOTO YUPEHKICHHS.

46. B ciydae BO3HMKHOBEHHS NPETCH3MH WM BOIPOCOB, KACAIOMIMXCS KOHKPETHOTO
3allpeIeHHOTO caiiTa, Thma (aiiina, HEBO3MOXKHOCTH MPOJIODKEHUS paboThl B cetu VHTEepHET
MOJIb30BaTeNb ~ OOpamaercss K aJMHHHCTPATOPYy 4Yepe3 CBOEro  HEMOCPEICTBEHHOTO
pykoBoauTend. Ecnu 3TUM nuamM He yaaeTcs pa3pelIduTh BO3HHKIINYIO MpoOsieMy, BOIPOC
paccMaTpuBaeT pyKOBOIUTENb 00pa30BaTeIbHOTO YUPEXKICHUS U HHOE YIIOJTHOMOYEHHOE UM
JUTIO.
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